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CONSUMER DIGITAL TRUST: THE MAIN TRENDS
AND RESEARCH DIRECTIONS

E.O.TUNKEVICHUS, V.A.REBIAZINA
Graduate School of Business, HSE University, Russia

The objective of this paper is to systematize the research on the consumer digital trust from
2016 to 2022 and to determine existing and future research trends. The authors apply a combined
systematic and bibliometric review methodology using Scopus metrics and natural language
processing techniques using R. Through an analysis of 173 journal publications from the Scopus
database, the authors systemize accumulated knowledge on the topic. As a result, the authors
have developed a knowledge map based on keywords, identified and analyzed seminal papers
on digital trust, identified the main research directions on this topic, and analyzed their development
and perspectives. From a practical point, the results of the study demonstrate that companies
not only need to pay attention to the development of consumer trust in service, but that the
quality of technical equipment and the security of consumer data are also important. Also,
research demonstrates, that while digital trust is generally important for online services, it plays
an especially significant role in the sharing economy, e-commerce, and digital health services.
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INTRODUCTION
In the era of “Marketing 5.0”, when a sig-
nificant part of the interaction between a 2003; Pavlou, 2003; Kim, Ferrin, Rao,
consumer and a brand, as well as interper- 2008; Kotler, Kartajaya, Setiawan, 2021].
sonal communications, are implemented in Research on consumer trust has been con-
a digital environment, trust becomes espe- ducted for several decades [Morgan, Hunt,
cially important [Gefen, Karahanna, Straub, 1994; Castelfranchi, Falcone, 2000; Sparks,
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Browning, 2011; Flavian, Guinaliu, Lu,
2020; Berezka, Rebiazina, Muravskaia,
2021]. In the early stages, trust was stud-
ied in an offline environment; in the last
decade, the study of consumer trust in the
digital environment has been gaining pop-
ularity [Etzioni, 2019; Vidiasova, Tensina,
Bershadskaya, 2020]. Trust is studied by
researchers from different fields [Calefato,
Lanubile, Novielli, 2015]: management and
marketing [Calefato, Lanubile, Novielli,
2015], cognitive sciences [Castelfranchi,
Falcone, 2000], economics [Biittner, Goritz,
2008], software engineering [Schumann et
al., 2012], etc. The specificity of gaining
consumer trust in an online environment
is the lack of opportunity to interact in
person, which makes building trust a more
complex process [Evjemo, Castejyn-Martin-
ez, Akselsen, 2019]. The specifics of con-
sumer trust in an online environment cre-
ates additional challenges for the manage-
ment of companies, also trust is especially
relevant for digital platforms, including
e-commerce and sharing services.

Despite the scientific interest in the top-
ic of trust in research on management and
marketing, and its importance for business,
a single definition of the term “trust” has
not been developed. Some researchers claim
that trust exists when one party is confident
in the reliability and honesty of a partner
[Morgan, Hunt, 1994]. Some authors con-
sider trust as the willingness of one party
(trustor) to depend on the other party (trus-
tee), the authors argue that trust usually
results from repeated interpersonal interac-
tions [Doney, Cannon, 1997]. Trust is also
described as a psychological state that in-
cludes the intention of the trustor to become
vulnerable to the trustee, based on positive
expectations about the intentions or behav-
iour of the trustee [Hoffmann, Lutz, Meck-
el, 2014]. In this study, the authors use trust
defined as a psychological state that manifests
itself through a willingness or intention of
the trustor to take risks based on the expec-
tation of positive intentions of the trustee
[Mayer, Davis, Schoorman, 1995; McKnight,

PXKM 19 (4): 429-450 (2021)

Choudhury, Kacmar, 2002a; Rousseau et al.,
1998; Akhmedova, Vila-Brunet, Mas-Machu-
ca, 2021].

This paper focuses on one of the aspects
of trust — digital (also online- and cyber-)
trust of consumers. The authors analyse the
trust of users of digital services (studies on
the digital trust of professionals and em-
ployees are excluded from the analysis). As
a rule, digital trust is studied through em-
pirical research [Corbitt, Thanasankit, Yi,
2003; Hoffmann, Lutz, Meckel, 2014; Chang
et al., 2016; Wu, Lin, 2017], conceptual re-
search [Utami, Agus, 2019], experiments
[Calefato, Lanubile, Novielli, 2015] and oth-
er research methods. However, there are not
enough papers that would systematise the
results of digital trust research. The sys-
tematisation of the results of research in the
field of digital trust is important, as it may
allow to determine further directions for
research, as well as find new opportunities
for building trust between companies and
consumers in the digital environment. Thus,
the purpose of this paper is to systematise
the research field on the topic of consumer
digital trust and to determine existing and
future research trends.

Researchers have already made attempts
to systematise studies on digital trust and
have conducted clustering of papers based
on keywords [Berezka, Rebiazina, Muravs-
kaia, 2021], which allowed them to identify
research areas and reveal the role of trust
and anxiety in consumer behaviour. How-
ever, the systematisation of papers was not
the focus of the paper, the authors analysed
the topic more broadly, so the research scope
is required to be narrowed to consumer
digital trust only and further systematised.
For basic paper systematisation, the authors
answer the following research questions.

RQ1. Which countries lead in the num-
ber of papers published in the field of
consumer digital trust?

R®2. Which are the leading institu-
tions/affiliations in the consumer digital
trust literature?
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RQ@3. What are the most cited papers
on consumer digital trust and what is
their contribution to the research?

The answers to RQI-RQ3 allow us to un-
derstand the popularity of digital trust re-
search in developing and developed markets,
to identify popular topics and some research
trends. However, RQI-RQ3 will not allow
us to understand how exactly the concept of
digital trust was formed, and which papers
are the basis of modern research on digital
trust. Understanding how the theory of dig-
ital trust was developed can be an important
step for the further development of the
topic and for identifying future trends. To
systematise research on the topic of con-
sumer digital trust, it is necessary to analyse
the knowledge structure and the seminal
publications for the research field. To do
this, a more advanced approach, relational
bibliometric techniques, was used, which al-
low to answer the following research ques-
tions.

RQ@4. What are the important keywords
and themes used by authors in consumer
digital trust research?

RQ@5. What are the theoretical/intel-
lectual foundations of consumer digital
trust?

However, the analysis using keywords has
some limitations and does not allow us to
evaluate the content of analysed papers.
A deeper method of analysis, literary review,
is popular for the analysis of the research
area, allowing researchers to conduct a deep
analysis of the literature, but the disadvan-
tages of this method are its inability to pro-
cess large amounts of data and the subjectiv-
ity of the analysis. To systematise the re-
search in the field of digital trust and
identify existing research trends, the authors
propose to use the natural language process-
ing technique — topic modelling — which
will help to answer the following research
question.

RQ@6. What are developing research
themes/trends in the consumer digital
trust topic?

The study continues as follows. In the
first two sections we analyse concepts of trust
and digital trust, also, these sections include
definitions of the trust and digital trust and
their advantages for the business. In the
third section authors presented the method-
ology and the description of the research
sample. After methodology, the findings of
analysis, responding to RQI—RQ6 are given
using evaluative and relational bibliometric
techniques as well as using topic modeling.
Finally, we conclude the review by summa-
rising the study’s findings, and present a
research agenda for future research in con-
sumer digital trust research.

1. TRUST AS A FACTOR
OF THE DEVELOPMENT
OF DIGITAL PLATFORMS

Trust is one of the key components of rela-
tionship marketing [Morgan, Hunt, 1994;
Calefato, Lanubile, Novielli, 2015]. There is
no single definition of trust in the literature,
and most of the definitions of trust in man-
agement and marketing research are based
on three aspects of trust: trustor, trustee,
and expectations [Li, Betts, 2003]. In a trust-
ing relationship, one party (the trustor) re-
lies on the actions of the other party (the
trustee) in a certain situation in the future
[Alsheikh, Shaalan, Mezian, 2019]. The trus-
tor does not have full control over the actions
taken by the trustee, thus, the trustor can-
not be sure of the results of the actions of
the trustee, and as a result there is a risk
that the trustor will not receive the result
expected from the trustee [Mayer, Davis,
Schoorman, 1995; Alsheikh, Shaalan, Mezi-
ane, 2019].

The absence of a single definition of trust
is not only a consequence of different ap-
proaches of researchers to its study but
also comes from the multidimensional na-
ture of the phenomenon and the existence
of many different understandings of trust
[Tambovtsev, 2018]. For example, a study
by [Lewis, Weigert, 1985] states that trust
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has three levels: cognitive, emotional, and

behavioural [Ozbal, Duman, Topaloglu,

2020]. In modern research, trust is analysed

on two levels: cognitive and affective (the

behavioural level of trust is excluded),
where cognitive trust consists of a conscious
assessment of the trustee’s characteristics
combined with the process of weighing the
benefits of trust over risk [Calefato, Lanu-
bile, Novielli, 2015]. Cognitive trust refers
to the confidence of consumers or the will-
ingness to rely on the abilities and reliabil-
ity of service providers [Kim, Tadisina,

2008; Chang et al., 2016]. Affective trust,

on the other hand, is based on emotions

[Calefato, Lanubile, Novielli, 2015]. In ad-

dition to this classification, trust can be

divided into trust in systems and interper-
sonal trust [Kapanova, Koidl, 2019], or
interpersonal and inter-organizational trust

[Huang, Wilkinson, 2013; Zhang, Li, 2019].

In research by [Aris, Mustaffa, Zabarudin,

2011] authors define different types of trust

(technological, relational, moralistic, initial,

strategic etc.), in addition, depending on

the context, trust can become both a driv-
er and a barrier to the use of digital ser-

vices [Rebiazina, Smirnova, Daviy, 2020].
Consumer trust is very important for

business. Brands trusted by consumers are
better remembered. The probability of con-
sumers leaving a trusted brand for a com-
petitor is significantly less than if there is
no trust [Pintado et al., 2017]. Research
on the topic of trust demonstrates several
positive effects of trust (the list is not ex-
haustive):

e increase in the effectiveness of advertis-
ing and its perception by consumers
[Pintado et al., 2017];

e reduction of transaction costs [Pérez-
Munoz et al., 2011];

e reduction of consumer sensitivity to risk
[Zhang, Li, 2019];

e reduction of the amount of time spent on
negotiations with partners [Zhang, Li,
2019];

e positive influence on consumer decision-
making [Jarvenpaa, Tractinsky, Saarinen,

PXKM 19 (4): 429-450 (2021)

1999; Bart et al., 2005; Flavian, Guinaliu,

Gurrea, 2006; Zloteanu et al., 2018].

At the beginning of the 21st century, re-
sulting from the digitalization, a new type
of trust began to develop — digital trust —
which refers to the interaction of counter-
parties in the digital environment. Digital
trust, while a part of trust, has some specif-
ics, requiring a separate study; the theory
of trust cannot be applied to digital trust.
Digital trust will be considered in the next
section.

2. DIGITAL TRUST: THEORETICAL
OVERVIEW

Trust as a psychological state based on
positive expectations about the intentions
or behaviour of the trustee [Rousseau et
al., 1998], is particularly important in the
digital environment due to uncertainty and
lack of information [Stewart, 2003; Aguirre
et al., 2015]. While in an offline environ-
ment, trust between strangers is built on
face-to-face interaction, building trust on-
line is more difficult, also due to the high
level of anonymity in the digital environ-
ment. In e-commerce consumers interact
with websites, and not the actual storefronts
[Bart et al., 2005; Etzioni, 2019], and while
buying the product, a customer must be
able to believe that they will receive a ser-
vice or product in return and that it will
have the promised qualities. On the other
hand, sellers should assume that they will
be paid within a reasonable time. Some con-
sumers may still prefer traditional channels
for buying goods and receiving services,
despite the greater convenience of electron-
ic services. This is due to a greater level
of trust in the former, which creates ad-
ditional challenges and competition for di-
gital services. Thus, digital trust is increas-
ingly important for digital services [Tsai
et al., 2010].

Digital trust as trust in general does not
have a single definition. Researchers have
used alternative terms, such as cyber-trust
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Table 1

Definitions of the digital trust

Term Definition

Source

Digital trust

the consumer’s belief that the service is technically capable
of ensuring the successful execution of the transaction

[McKnight, Choudhury,
Kacmar, 2002b]

the expectations of consumers

confidence in the counterparty that stores and use
consumers’ digital information in such a way that this meets

[Li et al., 2003]

technologies and vendors

a concept that defines confidence in the reliability of all
components of digital interaction: users, processes, devices,

[Orekhova, 2020]

Online trust

includes consumer perceptions of how the site would deliver |[Urban, Amyx,
on expectations, how believable the site’s information is, and | Lorenzon, 2009]
how much confidence the site commands

customise

Consumers’ perception of a web site’s usefulness, security,
privacy, reputation, quality, and e-vendors’ willingness to

[Wu, Hu, Wu, 2010]

Cyber-trust

delegate several

tasks to various software and hardware systems

the user’s confidence in the predictability of the “behaviour” |[Vidiasova, Tensina,
of software and hardware systems (digital technologies),
their reliability, which is manifested in the willingness to

Bershadskaya, 2020]

Online trust

an attitude of confident expectation in an online situation of |[Corritore, Kracher,
risk that one’s vulnerabilities will not be exploited

Wiedenbeck, 2003]]

Cyber-trust

confident expectation — the belief that online actions can
frequently be taken without additional safeguards

[Cugelman, Thelwall,
Dawes, 2008]

or online-trust. They may be divided into
two groups: technology-related trust, and
counterparty-related trust. A common fea-
ture of all definitions of digital trust is
the interaction of counterparties via the
Internet and the importance of the correct
functioning of hardware and software.
Definitions of digital trust also have fea-
tures of offline trust, in particular — ex-
pectation of counterparty not using part-
ners’ vulnerabilities. Table 1 demonstrates
some of the most popular definitions of
digital trust.

Currently, research demonstrates that
digital trust has a positive impact on the
use of digital services and digital platforms
[Konya-Baumbach et al., 2019]. In some

cases platforms are providers of the trust
between consumers, for example in the
sharing economy services [Nikishina,
2020]. An example of such services are
commercial sharing systems [Rebiazina,
Berezka, Antonova, 2020]. For such com-
panies, trust is one of the key requirements
for successful functioning. The role of
digital trust is increasing thanks to, among
other things, social networks, the large
amount of information on the Internet,
fake news etc. [Zhang, Li, 2019]. The most
important is trust for digital services that
operate in the P2P format (C2C) [Belk,
2010]. Digital trust, as well as offline
trust, gives many advantages:
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e the perceived control of the buyer, over
uncertainty, increases [Kannan, 2017;
Konya-Baumbach et al., 2019];

e trust has a positive effect on making
a purchase decision [Pavlou, 2003];

e consumer satisfaction increases while
using trusted goods or services [Kim,
Tadisina, 2007; Chang et al., 2016];

e trust in the digital service provides
a positive eWOM [Akhmedova, Vila-
Brunet, Mas-Machuca, 2021];

e consumers’ concerns about the
dissemination of their data are reduced
[Evjemo, Castejyn-Martinez, Akselsen,
2019];

e consumers’ concerns about the security
of transactions are reduced [Eiteneyer,
Bendig, Bretel, 2019];

e consumers’ concern about the quality of
the information provided by service is
reduced [Eiteneyer, Bendg, Bretel, 2019];

e there is also growing trust in reviews and
advertisements posted on a trusted
company’s website [Stewart, 2003; Wu,
Lin, 2017]. If the consumer often sees
content from a trusted brand, this content
is less annoying than if they saw the
content of a brand that he does not trust
[Pintado et al., 2017].

Building user trust in a digital environ-
ment can be more challenging than offline,
since personal contact and social cues are
missing [Evjemo, Castejyn-Martunez, Ak-
selsen, 2019], which creates additional chal-
lenges. For digital services, an offline pres-
ence will have a positive effect on sales
[Hoffmann, Lutz, Meckel, 2014], since an
offline presence increases the perceived qual-
ity and reliability of goods. Studies demon-
strate that components such as functional-
ity [Otero, Gallego, Pratt, 2014; Ozbal, Du-
man, Topaloglu, 2020], the speed and
simplicity of the company’s digital applica-
tion, the absence of bugs, customization op-
tions, etec. [Ozbal, Duman, Topaloglu, 2020],
are critical for building trust in digital plat-
forms. In research by [Kim, Sharma, Setze-
korn, 2002] authors demonstrate that to earn
the trust of consumers in the digital envi-
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ronment, a company must meet the following

criteria: be customer-oriented, ensure con-

sumer safety, and cooperate with other com-
panies in the market [Ozbal, Duman, Topalo-

glu, 2020].

The interpretability and simplicity of the
information posted on the company’s website
are also the basis for increasing the level of
consumer trust [Esposito et al., 2017]. Trust
in the company’s website can also be increased
by visualising the site’s content and working
with colours, brightness levels, and graphic
effects [Emeakaroha et al., 2016]. Users may
also be inclined to trust or not trust the
website due to personal traits [Hoffmann,
Lutz, Meckel, 2014]. To earn the trust of
consumers on the Internet, companies not
only need to provide goods and services, they
also need to solve consumer problems using
their technological base. In research by
[Akhmedova, Villa-Brunel, Mas-Machuca,
2021] authors identified the main areas of
digital services that modern companies could
implement within their activities to become
trusted:

e the company needs to create an attractive
brand image at all stages of interaction
with customers;

e the company needs to implement targeted
intelligent marketing in social networks,
which will emphasise the security of the
advertised service;

e it is necessary to facilitate decision-making
by consumers (reliable search / matching
systems), technological added value;

e the company needs to focus on transaction
security and cybersecurity.

Thus, the results of research on digital
trust demonstrate that it is very important
for companies. However, digital trust only
continues to develop, so the potential of its
benefits for companies is not fully disclosed.
The systematisation of the results of re-
search in digital trust may allow us to de-
termine further directions for research in
the field of digital trust, as well as new
opportunities for building trust between
companies and consumers in the digital en-
vironment.
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3. METHODOLOGY AND SAMPLE
DESCRIPTION

The methodologies suggested by [Cui et al.,
2020; Anand et al., 2021a, Anand et al.,
2021b; Mustak et al., 2021] were adapted in
this study. The authors combine the biblio-
metric analysis approach (evaluative and
relational methods) with a qualitative lit-
erature analysis approach (the most cited
and seminal papers were analysed). In addi-
tion, a topic modelling approach was used,
allowing us to identify the dynamics of the
research on digital trust [Cui et al., 2020;
Mustak et al., 2021].

Overall, this research methodology com-
prises five steps: (1) development of the
search query; (2) selection of relevant pub-
lications and analysis of the research field
using; (3) evaluative bibliometric techniques;
using; (4) relative bibliometric techniques;
(5) analysis of abstract using topic modelling.
The complete research scheme is represented
at Figure 1.

The authors conducted a comprehensive
study to find relevant publications. For this
purpose, the Scopus database was used. In
the first stage of the empirical research, a
systematic review of the most popular pa-
pers on the topic of digital trust was con-
ducted and the final list of search terms
was established.

At the second stage, the papers obtained
from the search are limited by the follow-
ing criteria: the article should be written
in English, publications on topics that are
not relevant for research are excluded (as-
tronomy, physics, and other sciences that
do not correspond to the research scope),
the final sample includes only papers pub-
lished in peer-reviewed scientific journals.
As a result of the selection, the number of
publications was reduced to 307. Despite
these limitations, some publications were
still irrelevant for this research, so at the
next stage the articles were reviewed by
the authors manually. As a result of man-
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Fig. 1. Complete research scheme
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ual selection, the number of publications
was reduced to 173.

To analyse the research with evaluative
metrics at the third stage, Scopus metrics
is used, identifying the most cited publica-
tions, and the number of papers published
by a certain country or organisation in a
certain year. At the fourth stage of the re-
search, the authors uploaded a Scopus file
with the full bibliographic description of the
selected publications, which was subsequent-
ly processed using VOSviewer. Based on the
co-occurrence of keyword analysis (only the
authors’ keywords were used), a map of key-
words was built indicating the most impor-
tant keywords, as well as highlighting their
clusters. Further, with the help of VOSview-
er, seminal papers in the digital trust area
were identified using the co-citation analysis
of references method, the seminal papers
were subsequently analysed using a literary
review method.

In the last stage, the abstracts of the se-
lected publications are analysed by topic
modelling to identify the main research sub-
fields and the dynamic development of these
subareas. To do this, the authors used the
R software package. Before modelling, the
data were preprocessed: the words were re-
duced to a single register, stop words, tech-
nical words and punctuation marks were
removed from the corpus. At the next stage
of preprocessing, the procedure for determin-
ing the basis of the word was used. In the
final stage, topic modelling is conducted,
and the results are interpreted.

Topic modelling is an information sum-
marization technique that can be viewed as
a semi-automated content analysis method
[Vallurupalli, Bose, 2020]. Topic modelling
reduces the dimensionality of the data and
moves from terms and words to topics [Kor-
shunov, Gomzin, 2012; Aggarwal, Zhai,
2012]. Topic modelling is gaining popularity
in research, due to its versatility, constant
development, and extensibility [Guo, Barnes,
Jia, 2017; Vallurupalli, Bose, 2020]. The
areas of use of the topic modelling method
are wide ranging: it could be used for the
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analysis of user feedback on a product [Val-
lurupalli, Bose, 2020], for the definition of
user sentiment [Tirunillai, Tellis, 2014], for
the identification of the most important as-
pects of services [Guo, Barnes, Jia, 2017],
and for analysis of news or social networks
to identify trends [Korshunov, Gomzin, 2012;
Papakyriakopoulos et al., 2018]. In this pa-
per, the method of topic modelling will be
used to identify the main areas of research
on the topic of digital trust.

Methods of topic modelling can be di-
vided into two groups: probabilistic and al-
gebraic. Probabilistic includes latent Dir-
ichlet Allocation (LDA) and probabilistic
Latent Semantic Analysis (pLSA). Algebra-
ic models include the standard Vector Space
Model (VSM) and the Latent Semantic Anal-
ysis (LSA).

As a result of analyzing the methods of
topic modelling and studying their strengths
and weaknesses, it was decided to use the
LDA method. It performs better and more
accurately with large amounts of data, does
not require a complete restructuring of the
model when adding new variables, and does
not retrain. In this method there are no lin-
ear relationship between the number of doc-
uments and the number of topics [Korshunov,
Gomzin, 2012].

The final product of LDA model is the
probability matrix of words and texts be-
longing to topics [Koltsova, Maslinsky,
2013]. Basically, the topic profile is a prob-
ability vector in which each cell contains
the probability of a topic being mentioned
in a text array. The empirical study meth-
odology was based on the methodology of
the research of the commercial sharing sys-
tems conducted by [Cui et al., 2020, Mustak
et al., 2021]. The topic modelling method
allows researchers to analyse research on
digital trust in sufficient depth, identify
possible gaps in the theory, and directions
for further research. Topic modelling is a
cross between a quantitative study and a
literary review, the method of topic model-
ling allows to use the positive features of
both methods.
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4. FINDINGS FROM
THE ANALYSIS USING
EVALUATIVE BIBLIOMETRIC
TECHNIQUES

In this section, the authors provide answers
for research questions 1-3 using Scopus met-
rics and qualitative analysis for the most
cited papers. This analysis has a descriptive
character. More sophisticated techniques are
used in the following sections.

Answering RQ1, the authors analysed ex-
isting research on the topic of consumer
digital trust by country. It can be concluded
that the majority of papers on digital trust
are published in the USA (20,6 % of the to-
tal), the UK (16,4 %), and China (11,1%).
In other countries, English-written research
on this topic is less represented. Excluding
China and India, it can be concluded that
currently, there exists a research gap in the
research on digital trust in the emerging
markets.

At the same time, answering RQ2, it can
be mentioned that the greatest contribution
to research, in the context of consumer dig-
ital trust, was made by research institutes
in the UK (University College London, King’s
College London and the University of Oxford).

According to [Anand, Brix, 2022], high-
ly cited publications are well-written and
contain “hot” topics in each discipline. Thus,
as part of the response to R®3, the authors
decided to analyse the most cited publications
and identify relevant research topics. The
top-cited articles are represented in table 2.

Analysing the most cited publications, we
can conclude that there are almost no recent
publications (2021-2022) among them, be-
cause they have not yet received enough ci-
tations. The analysed top-cited publications
on the topic of digital trust can be divided
into three subfields: “trust towards social
networks”, “information safety”, and “trust
in e-services”.

Table 2

The most cited articles on the topic of digital trust

Source Citation Research focus
Trust towards social networks
[Hollebeek, Macky, 2019] 160 Digital content marketing’s role in fostering consumer
engagement, trust, and value
[Jacobson, Gruzd, Hernandez- Users’ trust in social networks and digital practices
. 57
Garcia, 2020] of marketers
Information safety
[Yuan, Yu, 2015] 105 Developing a system for secure cloud data storage
[Wakefield, 2013] 98 Consumer trust for providing personal data online
[Salahdine, Kaabouch, 2019] 88 Social engineering and information safety
Trust in e-services
[Efendioglu, Yip, 2004] 72 E-commerce specifics in China
[Bunker, 2020] 63 Bul'ldlng ue",er trust in digital platforms in the context
of infodemia
[Chang et al., 2016] 51 The mediation of cognitive attitudes for e-commerce
[Clemons, 2007] 50 The role and influence of rating systems
in e-commerce
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The publication of [Hollebeek, Macky,
2019] is the most cited of all the selected
ones, which can be explained by the rele-
vance of the topic for the modern research
environment. The most popular papers on
the topic of the digital trust analyse sev-
eral independent areas. For example, in
the publication by [Hollebeek, Macky,
2019], the authors analyse the impact of
content marketing on consumer engagement
and trust. In the publication by [Jacobson,
Gruzd, Hernandez-Garcia, 2020], the au-
thors analyse the trust of social network
users in marketers, using social network
data for research purposes. These papers
mainly analyse consumers’ social network
activity.

At the same time, several publications
analyse consumer trust in cloud data stor-
age, from the points of view of data in gen-
eral and consumers’ personal data [Wake-
field, 2013; Yuan, Yu, 2015; Mahmud et
al., 2018]. Some of the studies are related
to the fraud using social engineering meth-
ods, which negatively affects consumer
digital trust, therefore fraud area research
is also very important [Salahdine, Kaabouch,
2019].

Another important research field is “e-
services”, for which consumer trust is also
very important and has local specifics for
different countries [Efendioglu, Yip, 2004;
Clemons, 2007; Chang et al., 2016].

5. FINDINGS FROM
THE ANALYSIS USING
RELATIONAL BIBLIOMETRIC
TECHNIQUES

In the next stage, answering RQ4, the key-
words of the selected papers were analysed,
which allowed authors to identify the knowl-
edge structure of the digital trust research.
Keywords are important because they repre-
sent topic aspects highlighted by the authors,
thus they can be used to analyse the research
field. Using the VOSviewer program, the
authors identified 741 keywords. The key-
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words with a threshold of a minimum occur-
rence of 3 in all papers were selected and
this led to a collection of 31 keywords. The
resulting keyword co-occurrence map is dem-
onstrated in Figure 2. As a result of the
analysis, 6 main cluster topics were identified
and analysed. The central topic, according
to keywords, is the topic “Trust in sharing
services”, which is closely related to other
topics, such as “Electronic services”, “Social
networks”, “Cloud data security”, “Block-
chain and Big Data”, and “Trust in elec-
tronic health”.

The cluster “Trust in sharing services”
focuses on consumer trust in the sharing
economy and digital platforms, the papers
from this cluster, as a rule, analyse trust
through consumer behaviour. The “Electron-
ic services” segment covers the topics of
digital services, such as e-commerce and
digital government in the context of the
digital economy.

An important position in the research is
occupied by developing sectors such as “Trust
in electronic health”. Research in this seg-
ment describes the ethical side of e-health,
the security of providing health data to
digital services and, in general, the subject
of e-health services through the prism of
trust. The “Social networks” group combines
not only social networks analysis, but also
research of social capital and social media,
which also have one of the central places in
digital trust research.

We can also see technological sectors:
“Cloud data security” includes research on
such important topics as artificial intelli-
gence, cyber security, data privacy, which
is undoubtedly a significant part of digital
trust research. The “Blockchain and Big
Data” segment focuses on the research on
trust towards blockchain and Big Data.

To answer RQ5, it was decided to analyse
the seminal publications on the topic of the
digital trust. For this, the approach of [Anand
et al., 2021a] was applied using VOSviewer
to conduct a co-citation analysis of refer-
ences. After downloading the raw bibliomet-
ric data, which included 173 articles,
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VOSviewer identified a total of 9 054 refer-
ences, of which five met the threshold four
cited references. The number of references
was then decreased to 3 and 23 articles were
found. These publications are central to the
consumer digital trust research area; there-
fore, they were used to identify the theo-
retical/intellectual foundations. These pa-
pers, both chronologically and by research
field, can be divided into three clusters:
“Acceptance of information technology”
(1989-1995), “Trust” (1994—-2000) and “The
study of trust in digital services” (2000 —
present time).

The pioneer papers that became the base
of research on the topic of digital trust were
[Davis, 1989; Davis, Bagozzi, Warshaw,
1989], which considered user acceptance of
computer/information technology. Later, in
1995, S. Taylor and P. A.Todd [Taylor, Todd,
1995] analysed a similar topic using the
“technology acceptance model” and “the
theory of planned behaviour”. At that pe-
riod, internet and computer technologies were
not widespread, so these papers mainly ana-
lysed user acceptance of information techno-
logy.

The next seminal papers are the publica-
tions on the classical concept of trust, which
is logical since the concept of digital trust
is a combination of digital technology and
trust. These papers analyse the topics of trust
and organisational trust [Morgan, Hunt,
1994; Mayer, Davis, Schoorman, 1995; Rous-
seau et al., 1998]. These papers are basic for
trust research and have also become the ba-
sis of research on digital trust.

A quantum leap in the analysed papers
takes place in the 2000s, when the first stud-
ies on consumer trust in digital services ap-
peared. The first papers on consumer trust
in e-commerce services were the papers of
[Mcknight, Choudhury, Kacmar, 2002b; Pav-
lou, 2003; Gefen, Karahanna, Straub, 2003;
Kim, Ferrin, Rao, 2008], followed by topics
such as privacy concerns, touched on by [Mal-
hotra, Kim, Agarwal, 2004; Dinev, Hart,
2006]. Both topics are still popular for re-
searchers.
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In 2010, such topics as online trust [Bel-
dad, De Jong, Steehouder, 2010], trust of
users towards social networks [Kaplan, Haen-
lein, 2010] and papers on the adoption of
internet banking [Yousafzai, Yani-de-Sori-
ano, 2012; Montazemi, Qahri-Saremi, 2015]
have emerged. These research areas are
among the central ones in digital trust re-
search.

The analysed papers may not be the ear-
liest in their area, but they are seminal for
research on digital trust. This analysis re-
flects the evolution of seminal publications,
but they do not reflect the main areas of
research in digital trust and their evolution
overall, therefore, another approach was used
to answer RQ6.

6. FINDINGS FROM THE TOPIC
MODELLING ANALYSIS

The last stage of this research is to iden-
tify the main research areas of consumer
digital trust, the development of these top-
ics, and trending research areas. The keyword
analysis approach, which was presented in
previous stages, makes it possible to build a
scientometric map and identify research clus-
ters, but with this approach it is not pos-
sible to analyse the content of publications,
therefore important information is missing.
To analyse the content of the selected papers,
the topic modelling approach was used, as a
result the authors identified eight topics that
can be divided into three blocks: consumer-
related research, platform-related research,
technology-related research. The results are
presented in Table 3.

The first column displays the name of the
topic assigned by the authors based on the
words, presented in column 3. These words
are the result of the topic modelling and
they represent research areas. The “Probabil-
ity” column reflects the probability of men-
tioning a topic in a randomly selected pub-
lication. Thus, the most frequently researched
topic in the studies is topic “Perception of
and intention to use e-banking”, the probabil-
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Table 3
Topic modelling results
Topic label Probability Top-5 Construct Examples of publication
1 2 4
Perception and . [Alzaidi, Qamar, 2018; Khoa,
. . Consumer, perceive, bank, .
intention to use 0.18 . . . 2020; Lappeman, Meyer, Miguel,
. intention, service
e-banking 2022]
. . . . [Saprikis, Avlogiaris, Katarachia,
Aorton st mble | g |Neblesdotion eehnlo, o i, Sctan,
g pp » 8Y Nordmeyer, 2022]
. . . . [Li, Jiang, Wu, 2014;
'Prlvacy (?f user 0.08 App, prlvaf:y, user, information, Chandramohan et al., 2015;
information trustworthiness . .
Visinescu et al., 2016]
- . [Janowski, Estevez, Baguma,
Digital platforms 0.13 f;f‘;tfi‘;’;‘;‘}’udlg“al’ share, practice, | 5418 Ntouros, Kouki,
b Vlachokyriakos, 2021]
Social networks Social, media, online, [Corr.ela, Me.dma, 2014; Ahuja,
marketing 0.13 communication, marketing Alavi, 2018; Jacobson, Gruzd,
’ Hernandez-Garcia, 2020]
.. [Grundstrom et al., 2020; Pool,
gf;f:shealth 0.11 ierzlt};;h‘iita’ customer, Akhlaghpour, Fatehi, 2020;
’ LaMonica et al., 2021]
Blockchain, IOT and 0.14 Blockchain, propose, system, [Abubakar, Hassan, 2018;
Big Data : data, IOT Koroma et al., 2022]
. [Kim, Park, 2013;
Cloud Services 0.10 Cloud, (.1ata', security, Al-Ruinthe, Benkhelifa, Hameed,
authentication, user 2018]

Note: the topic numbers and constructs are generated automatically, the topics are named by the authors

after studying the content of each topic.

ity of its mention in the text is more than
18% . If we compare these results with key-
word analysis results from Figure 2, we see
that results have similar features.

The papers on the topic “Perception of
and intention to use e-banking” are related
to the banking sector. These studies con-
sider not only the credibility of the banking
sector or the adoption of banking technolo-
gies, as, for example, in the study of [Alzai-
di, Kamgjara, 2018], but also the issue of
data safety, as, for example, in the publica-
tion of [Lappeman, Meyer, Miguel, 2022].
In addition, special attention is paid to mo-
bile banking [Khoa, 2020].

In research on the topic “Adoption of mo-
bile technologies”, the authors consider not
only mobile technologies directly, but also
the trust in mobile applications [Buhr, Schick-
tanz, Nordmeyer, 2022]. Other important
aspects of this research topic are the safety
of user information and the use of new in-
novative mobile technologies [Saprikis, Av-
logiaris, Katarachia, 2020].

The topic “Privacy of user information”
is closely related to cloud technologies, since
data storage in cloud services leads to certain
risks for users [Li et al., 2014; Chandramo-
han et al., 2015; Visinescu et al., 2016]. In
addition, there is a connection between re-
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search on the safety of user information and
research on the digital health of users, for
which privacy is very important.

Papers on the topic “Digital platforms”
have much in common with the research
cluster from the scientometric map from the
previous subsection (“Electronic services” and
“Trust in sharing platforms”). In particular,
such topics as research on sharing economy
[Ntouros, Kuoki, Vlachokyriakos, 2021] and
digital government services [Janowski, Es-
teves, Baguma, 2018] can be highlighted.

The research on the topic “Social networks
marketing” analyses the development of con-
sumer trust in digital services [Ahuja, Ala-
vi, 2018] and the benefits of using market-
ing in social networks for business [Correia,
Medina, 2014]. An important aspect of the
consumer behaviour analysis in social net-
works is the ethical aspect and compliance
with professional standards when collecting
and analysing data.

“Digital health services” is one of the
youngest and actively developing areas of
research. This topic has a particularly close
connection with research on the trust in
data storage on cloud services and research
on the analysis of information safety in
general [Grundstrom et al., 2020; Pool,
Ahlagpur, Fatehi, 2020; LaMonica et al.,
2021].

The topic of “Blockchain, IOT and Big
Data” is more technological than others.
Within this research area, one can notice
research on increasing the level of consum-
er trust in the blockchain [Koroma et al.,
2022] and on digital technologies as a whole
[Abubakar, Hassan, 2018].

The “Cloud services” topic also refers to
the technological aspect of digital trust re-
search. Among the papers in this area, we
would like to highlight papers on trust and
consumer behaviour when using mobile
cloud computing [Kim, Park, 2013] and
studies on user data management in cloud
storage [Al-Ruithe, Benkhelifa, Hameed,
2018]. At the next stage of the research,
the dynamics of probabilities of conducting
research in the identified topics for the
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period 2016—2022 year was analysed. The
results are represented in Figure 3.

Figure 3 shows that, while the topic
“Privacy of user data” and “Social network
marketing” have approximately the same
share, in research throughout the period,
the topic of “Perception and intention to
use e-banking” is actively growing. In the
context of technological research in the field
of digital trust, the popularity of research
on the topic “Cloud services” is decreasing,
the share of research on the topic “Block-
chain, IOT and Big Data” remains approx-
imately at the same level. A decrease in
the proportion of any topic in digital trust
research does not mean that interest in the
topic as a whole is fading.

DISCUSSION AND CONCLUSION

Consumer digital trust has gained signif-
icant attention in scientific research, which
has resulted in emergence of the big quan-
tity of knowledge requiring systematisa-
tion. In this paper, the authors applied a
complex approach to analyse research on
digital trust, 173 English-language papers
published in Scopus since 2016 were ana-
lysed. As the result of the analysis with
evaluative techniques, the authors identi-
fied that most of the research on the top-
ic of digital trust is carried out in the US,
the UK, and China, in other countries re-
search on the topic of digital trust is less
popular, which can be the result of the
“digital divide” and is confirmed by the
results of other studies [Mustak et al.,
2021].

As the result of the relational biblio-
metric analysis, the authors developed a
scientometric map characterising the ac-
cumulated knowledge on digital trust. Six
clusters were identified based on the anal-
ysis of the keywords: (1) “Trust in sharing
services”; (2) “Electronic services”; (3) “So-
cial networks”; (4) “Cloud data security”;
(5) “Blockchain and Big Data”; (6) “Trust
in electronic health”. In addition, using
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the co-citation analysis of references, the
authors identified seminal studies which
became the basis of digital trust theory.
These publications were divided into three
clusters chronologically and by content:
the adoption of information technology
(1989-1995), trust (1994-2000), the study
of trust in digital services (2000 — present
time). From such a chronology, it can be
concluded that digital trust is based on
research on trust and the adoption of dig-
ital technologies, these topics are most
relevant for the development of the digital
trust.

At the last stage, a topic modelling meth-
od was applied to analyse research on digi-
tal trust. As a result of the analysis, eight
main directions of research in the field of
studying consumer digital trust have been
identified, which can be divided into three
blocks:

1) consumer-related research: (1) “Percep-
tion and intention to use e-banking”,
(4) “Adoption of mobile technologies”,
(8) “Privacy of user information”;

2) platform-related research: (3) “Digital
platforms”, (5) “Social networks market-
ing”, (6) “Digital health services”;

PXKXM 19 (4): 429-450 (2021)
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3) technology-related research: (2) “Block-
chain, IOT and Big Data”, (7) “Cloud
services”.

The topics identified as the result of the
analysis are similar to topics obtained from
the scientometric map. Thus, we can conclude
that research results may characterise re-
search on consumer digital trust. Thus, the
paper makes the following main theoretical
contributions: authors identified the existing
structure of the research on consumer digi-
tal trust and research trends in the digital
trust area. Some of the topics have growing
popularity in the digital trust research (for
example e-banking), and popularity of some
other topics is decreasing (for example, cloud
services). Moreover, the authors identified
the seminal publications in the field of con-
sumer digital trust, these papers became the
base of consumer digital trust research.
Lastly, leading countries and institutions in
the digital trust research are identified.

This research also has significance for
trust management in digital services. For
these services trust is especially important,
since there is always the possibility of a con-
sumer choosing a classic buying channel [Tsai
et al., 2010]. The results of the study dem-
onstrate that companies not only need to pay
attention to the development of consumer
trust in the service, but that the quality of
technical equipment and the security of con-
sumer data are also extremely important.
The authors would also like to highlight the
multilevel nature of trust, which can be re-
lated not only to trust in the company, but
also to trust in a particular technology or
even other consumers.

In addition, the results of the research
demonstrate that while digital trust is
generally important for online services, it
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3a mepuox ¢ 2016 mo 2022 r. u ompenesieHre TEHIEHIIUA B HCCJENOBAHUSAX ITM(POBOTO JTOBEPUS.
ABTOpPBI IPUMEHAIOT KOMOMHUPOBAHHYIO METOOJIOTHIO CHUCTEMATUUYECKOro M OMOJIMOMETPUYECKOrO
0030pa JIuTepaTyphl C UCIOJb30BAHIEM METPUK ScOpus U MeTOJ0B 00PabOTKMU €CTECTBEHHOI'O A3BhIKa
¢ ucnoyb3oBaHueM R. B pesyabrare anammsa 173 crareil M3 pereH3UPyeMbIX HAYUHBIX KYPHAJIOB
0a3bl HAYYHOTO IIUTUPOBAHUA SCOPUS aBTOPHI CUCTEMATU3UPOBAJIY MCCJIEJOBAHUS 110 aHAIU3UPYeMOit
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